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OO6m1ee onrcanue Npoueypbl OOHOBICHUS “TIPOIIUBKUA MOAYJIEH
Laurent-5 / Laurent-5G

12 Asrycra 2020

JlaHHBIN JOKYMEHT OMUCHIBAET OOLIYIO MPOLeypy OOHOBIEHUSI BHYTPEHHETO MPOTrPaMMHOIO
obecnieuenus (FW) monyseii Laurent-5 / Laurent-5G.

naponu, CAT cobbitns moryT 6yayT “ctepTbl” 1 yCTaHOBMEHbI B 3HAYEHMS MO

@ Mo OKOHYaHWUM NpoLeaypbl 06HOBNEHUS BCE HAaCTPOVKK, BKTOUYasi CETEBbIE HAaCTPOVKY,
YMO/UYaHMIO.

IIpoueaypa o0OHOBJIEHUSI NPOLIMBKM

1. OOHOBIIeHHE MPOU3BOANUTCS yaaaeHHO 1o cetu Ethernet (ucmonssyercs npotokon TFTP,
UDP nopt 69) ¢ nomouisto nporpammbl-ytinutel KeLoader.exe mog OC Windows

2. Pexomenayercst Mpou3BOAUTE OOHOBJIEHHUE MIPU NPSIMOM COECIMHEHUU MOAYJIb —
KOMIIBIOTEp (TOUKA-TOUKA)

3. He pexomenayercsi mpoBOAUTH OOHOBIICHHE, €CITH CETEBOM KaHAaJl CBSI3M HEHAICKHBIN
(4acThie pa3pbIBBI COCMHEHUS, OOJIBILINE 3a/IEPIKKH ) — ITO MOXKET MPUBECTH K COOIO
OOHOBJIEHUSI TPOLIMBKU U TIOTEPH CBSI3U C MOYJIEM

4. TlepBbIM 1IaroM ciaeayeT MOAKIOYUTh MOAYNb K KOMIIBIOTEPY HAIIPSIMYIO C TOMOIIBIO
BUTOM Mapsl

5. Hactpouts cereByro kapTy KommbioTepa (cM. pa3aen “Hacmpotika cemegozo
coeouHeHus” B TEXHUYECKOM OTMCAaHUU Ha MOJIYJIb) Ha cTatudeckuit IP ampec oTaudHbIiM
ot agpeca moayns. IP anpec momynst mo ymomuanuto — 192.168.0.101; macka moacetu —
255.255.255.0

Hactpoiiku ceteBoii kapTsl KommbioTepa (OS Windows) Moriu Obl BBITIISIIETS,
HarpuMep, BOT TaK:




Ceoictea: Mpotokon MHTepHeta seponn 4 (TCP/IPw) @

Obwwe

MapameTpel IP MOFYT Ha3H3YaTECA aBTOMaTHYECKM, ECAHM CETh
NoAAEPHHEEET 3TY BOSMOMHOCTE. B NPOTUBHOM Cnyyae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEBOMD AAMWHWCTPETOPE.

() Dony4nTe IP-aapec SBTOMaTHYEOKN

(@ ¥nonezo0BaTe cneayowki IP-aqpec

[P-anpec: 192,168, 0 , 200
Macka nogceTH: 255,255,255 . 0

OCHOBHOIA WNHO3:

Nony4nte agpec DNS-cepeepa asToMaTHYECKM
(@ WMonesosaTe creaytowmke anpeca DNS-cepsepos:

MpeanoqrTaemsli DNS-cepeep:

ANETEPHETHEHBIM DNS-cepeep:

[CIMoaTEEPAWTE NEPEMETPLI NPH EbIX0AE

[ QK ][ OTMeHa ]

6. Ilogarp muTaHue Ha MOAYIb

7. BoixmounTs Beinauy KE-cooOuienuii (ecnu OblTN 3aKa3aHbl) U 3aKPBITH COSUHEHHE C
TCP cepsepom (TCP mopt 2424 110 yMOIJTYaHHEO) MOTYIIS

8. 3amyctuts nporpammy KelLoader. B ciyuae ucnonvzosanus Windows 7/8/10 soszmodicro
nompeoyemcsi 3anycKk NPULONCEHUs C NPABAMU AOMUHUCIPAMOPA.

9. Vka3zars IP anpec momyns (o ymomuanuto 192.168.0.101) u maposns qoctyna (1o
yMoJ4aHuio, Laurent)

F |
il Keloader :: Laurent-5, La06 @
P | 192, 168.0. 101
MoaknoHKTE
Mapons |Laurent

| -
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10. Ecnu ceteBbie HaCTpOWKH Motysist Obuth m3MeHeHs!I (IP, mapoinb mocTyma) — criemyer
UCIIOJIb30BaTh TEKYIKE HACTPOiiku Moayns (cM. pazzaen “Hacrpoiiku” B WEB
uHTepderice).

BezonactHocTb

HacTpokku cEAZaHHLIE C PEXMMAMK OOCTYNa K MOAYNHK M €0 33WMTE OT HECEHKUWOHWPOBaHHOMD HCNONb30BaHMA.

¥| Pexum "BesonacTHocTi” mogyns (komanga $KE,SEC).

Mapons Moayns MameHuTE

CeTeBhble HACTPOHRKKW MOoayNA

CETEBLIE HACTPOMKM MO4YNA, HoMeEpa TCP NOPTOS PEZNWYHEX WHTEpdERCoE.

MAC anpecc: 0.4.163.255.255.255

IP agpecc: WamenuTe
Macika noacetu: 255256 2550 Mamenuts
OCHOBHOM Wo3: 192.1658.0.1 Mamenuts

11. Haxxath kHOTIKY [Tookatouums B okHe mporpammbl KeLoader

12. loxxnaTbes 3aBepIieHHs IPOIeaypbl 00HOBIIEHHS (00BIYHO OKOI0 15-20 cek)

F .
s Keloader = Laurent-5, La06 Iﬁ
P | 192, 168.0. 101
Mapons |Lau|'ent
MoAKMKOUSEMCA K MOLYIKD... »

MoaknodeH e K Moaynio: OK
OfHapy#eH mogyne: Laurent-5
Bepova npowuekm: L505

SM: Y131k 7F3C-2D51-M313

UPD status: 1
Ha4uHaen NpoUect SarpyskM. ..
WaeT zarpyzka...
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13. He pa3pebIBaiite ceTeBoe COCTUHEHNE WM TT0]ady MUTAHUS BO BPeMsi OOHOBIICHUS

14. Ilo okoHYaHUM MpoLIEeypbl OOHOBIEHUS “TIPOIIMBKH MOSBUTCS COOTBETCTBYIOIIEE
UH(POPMALIMOHHOE COOOIICHHE:



F 4
aa Keloader :: Laurent-5, Lal6 g

P | 192,168.0.101
MoaKNCYMTE

Mapons I Laurent

OfBHapyxeH mogyne: Laurent-5 u
Bepoia npowmnekK: LS50S
SM: ¥181-K75C-2D51-M318

UPD status: 1

HaquHaeM Npouecc 3arpysKu., ..
HaeT sarpyska...

3arpysquK sasepwwn paboTy,
MpoBEpKa HOBOIA MPOLUKMBKHK. .,
MoAgKNKIYEEMCA K MOAYIKD. ..
MoarnoseHe K mogyn: Ok
DfHapyxeH mogyne: Laurent-5
Bepoia npowwvskk: Lads

SM: ¥ 181478C-2051-M513

QBHOBNEHWE YCMELWHD 33BEPLUEHD,
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OBHoBNEHWE YCNELWHD 33BEPLUEHD,

- -

15. Ilponienypy 0OOHOBIEHHS HA 3TOM MOYKHO CUHUTATh 3aKOHYEHHOU

16. IlpoBepuTtsh Tekymryto Bepcuto FW moxHo B pazaene “Unpopmanus o moayne” 8 WEB
uHTEpdeiice:

WHdopmaums o moayne

08Wwas cucTeMHan MHGOPMaUMA o MOAYNE: BEPCUA BHYTPEHHErD NPOrPaMMHOrD obeCneusHus,
CEpMAHBIN HoMep, MAC agpec.

Twn «ogynAa
Laurent-5

CepHiHBIN HoMED

¥181-K78C-2D51-M&18

EEPEHH npgrpaMMHOro oSecneseHus

MAC anpec
0.4.163.0.0.185
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