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BeBepeHue

JlaHHBII JOKYMEHT OIMCHIBACT MPOLEAYPY OOHOBJICHUSI BHYTPEHHETO MPOTPAMMHOTO
obecnieuenus (“mpomrBka’”) moayieit Laurent-5/ Laurent-5G ¢ ucnosnb3oBanuem
CrHenuaIu3upoBanHol yTuianuThl (mporpammsl) o OC Windows mo cetu Ethernet.

Tak ke onuceIBaeTcs Npoleypa aBapuitHOr0 BOCCTAHOBIIEHUS POLIMBKU MOAYJIS B
Cllydae MOBPEXACHUS MaMATH MOAYJIS WIM HEYJauHOU IpoIeype OOHOBICHUS.
IIponerypa 0GHOBIEHUS COCTOUT U3 CIETYIOIIUX ITAINOB!
1. Coxpanenue (3KCIOPT) TEKYIIUX HACTPOCK (€CIIU TOAICPKUBACTCS BEpCHEH
MIPOILIUBKH )

2. 3amyck nporpammbl Ha PC mog OC Windows kotopast ipoBeieT OOHOBJICHHE
npouuBky o cetu Ethernet

3. BoccranoBiieHre HCXOAHBIX HACTPOEK



CoxpaHeHue HacTpoeK nepepg o6HoBNAEHUEM

Mo OKOHYaHWM NpoLeaypbl O6HOBEHNS HEKOTOPbIE HACTPOMKK MOryT 6yayT “cTepThbl” 1
YCTaHOB/EHbI B 3HAYEHUS MO YMOSTYaHMIO, B TOM UYNCE, CETEBLIE HACTPOMKK (3aBUCUT OT
KOHKPETHbIX U3MEHEHWI B TOM WSIM MHOWN BEPCUM MPOLLNBKMN).

PekoMeHAayeTCs Nepea HayanoM npoueaypbl 06HOB/IEHMS] IKCMOPTUPOBaTL TeKyLUME
HacTpolkn Moayns B dain (Mcrnonb3ys cooTBETCTBYOLIYI0 dyHKUMo B WEB nHTEepdeiice) ans
nocneayowero MMnopTa (BOCCTaHOBIEHUS! HACTPOEK).

1. B WEB untepdeiice Moy, cienyer nepeiitu B pazaei Mmnopm & Dxcnopm (MaHHBIH
(bYHKIIHOHAT MTOICP)KUBACTCS HAYMHAS C BEPCUH “TipomuBku’ 514)
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MmMnopTt & 3xcnopT

2. Jloxxmatbcst oOkoHYaHUS nepenaun Becex napamerpos WEB u HaxkaTh Ha KHOTIKY
“Okcnopm”. TIpr 3TOM Ha KOMIIBIOTEp Oy/€T COXpaHEH TEKCTOBBIN (ailll ¢ TeKyIuMHU
HAcCTpoiikaMu MOJyJis B BUJe cniicka Ke-komans.

MMnopT U 3kcnopT HacTpoek

I Bce HECTDD;{H W NapaMeTpsl MOOYNA MOXHO COXPaHWTE B cbafm E EMAOE CNMCKa KE'(DI‘BH,‘J M
L] 33TEM NPUMEHWTE (MMNOPTHPOBaTL) Ha APYFOH MOAYAE.

SKCMOPT

CoXpaHeHWe HaCTPOEK B BUAe cnvcka Ke-komana B daiin. CoemectumocTe: Gpayzep Google Chrome.

| ( SkcnopT ] |

N/

Settings.txt A~ Show all X

=

3. [launsbii daiin (Settings.txt) cineayer noka COXpaHUTh U B MOCIECICTBUU HMIIOPTUPOBATH
00paTHO B MOZTYJTh



Mpoueaypa o6HoBNEHUA

1. OGHorienune npousBoautcs no ceru Ethernet (ucmonssyercs nporoxon TFTP no UDP,

UDP nopt 69) ¢ momoinsto mporpammbl-ytrautel KeLoader.exe mog OC Windows

2. PexomeHayeTcs NpoU3BOANTH OOHOBJICHHUE MTPU MPSIMOM COSAMHEHUN MOIYIIb —
KOMIIBIOTEp (TOUKA-TOYKA)

3. He pexomenmyeTcst MpoBOIUTH OOHOBIICHUE, €CITU CETEBOM KaHAN CBSI3U HEHAICKHBIN
(BepOSITHBI HAPYIIICHHSI COSAUHEHHUS, OOJIBIIIE 3aICPIKKH) — ITO MOKET MPUBECTH K COOIO

OOHOBJICHUSI IPOILIMBKH U TTOCIIEIYOIIEH IOTEPH CBSI3U ¢ MOAYJIEM (B 3TOM cliy4ae
MOYHO BOCITIOJIb30BAThCSI ABAPUIHBIM CII0COOOM OOHOBIICHHSI)

4, HepBLIM rarom CJaeayeT NOAKIIOYUTE MOAYJIb K KOMIIBXOTCPY HAIIPAMYIO C IOMOIIBIO

BHUTOM NIapbl

5. Hacrpouts ceteByto kapTy kommnbioTepa (cM. paszaen “Hacmpoiika cemegozo

coeOuHenus” B TEXHUUECKOM OIMCAHUK HA MOAYJIb) Ha ctatudeckuii IP anpec oTimunbIit
ot aapeca moxyis. IP anpec momysst mo ymomuanuto — 192.168.0.101; macka moacetn —

255.255.255.0

Hacrpoiiku ceteBoit kapTel Kommbrorepa (OS Windows) moriu Obl BBITISIETS,
HaIpUMep, BOT TaK:

Ceoictea: [Npotokon Muteprera seponn 4 (TCP/IPw) @

Ofwwe

MapameTpsl IP MOMYT HASHEYATHCA ABTOMATHYECKM, BCIM CETE
NOAAEMHMESET 3TY BOIMOMHOCTE. B NPOTHBHOM ClyYae NapaMeTphl
IP MOMHO NONY4YMTE ¥ CETEE0r0 8AMUHUCTPETOPE.

) DonyunTe IP-aapec aETOMATHYECKN

@ YcnonszosaTe cneayiowmi IP-agpect

IP-agpec: 192 . 163 . 0 . 200
Macka nogceT: 255 ,255.255 ., 0

OCHOBHOI WNko3:

MNany4rTe aapec DNS-cepeepa aETOMETHHECKH
@ MonbsoBaTe cneaytowke anpeca DNS-Cepsepos:

MpeanoqMTasMel DNS-cepeep:

AnbTepHaTHEHEI DMS-cepeep:

[ NMoaTeepaMTE NapaMeTpsl NpH Belxone J e ——

[ QK ]I OTneHa ]

6. Ilogarh muTaHuEe HA MOMIYJIb

7. Bwixrounts Beinady KE-cooOmieHnii (eciu ObLTN 3aKa3aHbl) H 3aKPBITh COSTUHEHHE C

TCP cepsepom (TCP mopt 2424 110 yMOTYaHHIO) MOTYJIS



8. 3amycruth nporpammy KelLoader. B cayuae ucnonvzosanus Windows 7/8/10 sozmodcro
nompebyemcs 3anyck NPUNLONCEHUs. C NPABAMU AOMUHUCTIPAMOPAL.

9. Vka3zars IP anpec moxyns (o ymonuanuto 192.168.0.101) u napons nocryna (1o
yMmomuanuto, Laurent). Cenyer ykasats umerHo IP anpec (NetBIOS name ue
NOJIEP’)KUBACTCS B JAHHOM OKHE BBOJIQ).

P | 192.168.0.101
OBHOBKMTE MpoWwWBKY

Mapons I Laurent

L]
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10. Ecnu ceteBbie HacTpOiku MoayIist ObuTi M3MeHeHb! (IP, mapons mocTymna) — ciemyer
UCIOJIb30BaTh TEKYIINE HACTPOHKU MoayJs (cM. pa3zaen “Hactpoiiku” B WEB
uHTEpdeiice).

BezonactHocTb

HaETpDIﬁKH CEAZ@HHBIE C pEXMMAMK O0CTYNa K MOAYNH W ro 3alKWTe 0T HECEHKUWMOHWPOBEGHHOMD MCNONb308aHMA.

|#| Pexcum "besonacTHocTi”™ Mmogyns (komanaa $KE,SEC).

Mapons moaynd: Laurent ) || MzmennTs |

CeTeBble HACTpPORKKM MOoOynA

CEeTEBRIE HACTPOMKK MOAynA, HoMepa TCP NOpPTOE pasnuuHbx WHTepdeRcos.

MAC ampecc: 0.4.163.255.255.255 |
IP apece: < (1921680101 > || Mamennts |
Macika noacetu: |255.255.255.D || Mamenuts |

OcHoBHOR WNKS: |192.155.D.1 || MzmennTe |

11. Haxats kHONIKY O6HO08ums [Ipowusky B okue nporpammbl KelLoader

12. loxxpaTbes 3aBepiieHHs PpoLeaypbl 00HOBIEHHS (00BIYHO O0K0I0 15-20 cek)



i h
ala Keloader ﬁ

- | 192.168.0.101
* OBHOEMTE MPOLHERY
--------- I_Iapcnb I Laurent
FW: L522 -
5H: FERAE-B561-8EL2-HeT3

HadopManmes o Sarpy®acMol OpONMERE : e
Momens: Laurent-5
Fham: L522

m

HawmsaeM Opollecc SaTrpy3EM. . .
Hoer sarpysxa...

1
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13. He pa3pebiBaiiTe ceTeBoe COCTUHEHNE WU TT0AaYy TUTAHUS BO BpeMsi OOHOBIICHHS

14. Tlo oKOHYaHWU POLIEAYPHI OOHOBJICHUS “TIPOIIMBKHU MOSBUTCS COOTBETCTBYIOIIEE
UH(POPMALIMOHHOE COOOIICHHE:

sl Keloader

| 192,168.0.101

P
* O6HOEMTE MpoWMBKy

......... rlaponb I LarUIEﬂt

Info u

MooxmoIasMca K
NogxmodaeMcd X .
NopgxmoueHMe K M I

| OBHOBNEHWE YCNELLHO 33BEPLLEHD,

HedopManmva o Mo
Momens: Laurent
FW: L522

SH: F5A8-B3

m

QEHOENEHMe YCHOSENHO SaESpIeHo.

4 3
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15. Tlponieypy 0OHOBIEHUS HA ’TOM MOXHO CUATATh 3aKOHYCHHOU

16. [IpoBepuTH TEKYIIYIO BEPCHIO MPOIIUBKH MOXHO B pazjaene “Mudopmarnus o Moxye” B
WEB wunrepdeiice:



MHdopMauusa o mogyne

OfWas CHCTEMHER MHGOPMALKMA O MOAYNE: BEQCMA BHYTPEHHEND NporpaMMHoro ofl ecnevueHns,
CEpPMiAHBIA HoMep, MAC agpec.

Twn =oayna

Laurent-5G

CeprilHeiA HoMep

Y18)-K78C-2D51-M911

OrpaMMHOrs obecne4edus

MALC appec
00:04:A32:00:04:C5

17. Ecniu WEB unrtepdec moayins 6601 3aMeTHO MOIUGUIIMPOBAH, HHOT/Ia MOKET
BO3HUKHYTH MPo0JIeMa ero HepaboTOCOCOOHOCTH U3-3a COXPAaHCHHOM (KEIIMPOBaHHOM)
KOTIMH CTPAHUII U CKPUIITOB HHTepdeiica B mamsaTu Opaysepa.

Ecnu nmociie 0OHOBJICHHUS TIPOIIUBKY HAOIFOIAI0TCS OMIMOKY WITH HeCTaOWIIbHAS
pabora WEB pexomeHnyeTcs:

- Tlepe3arpy3uTh CTPAHUILY

- iepe3arpys3uTh Opaysep

- OUHUCTUTH K311 Opay3epa

- OTKPBITH Opay3ep B peskuMe “VIHKOTHUTO (B 5TOM cilydae JaHHBIE HE KIUIUPYIOTCS)

18. Ecnu B miporiecce 0OOHOBIICHUS TTPOU30IILIA OITMOKA COSTMHEHUS, Pa3pPhIB JIMHUN CBSI3H,
HapyIIeHHEe MTUTaHMS a TaK ke eCTU OOHOBIIEHHE MPOIILIO HEeyAayHO (BepcHs He
W3MEHUIIACh) CIEAYET BOCIIOIB30BATHCS aBAPUIHBIM CITIOCOO0OM OOHOBIICHUS




BoccraHOBNAEeHME UCXOAHBbIX HACTPOEK nocne obHoBNEHUA

1. B WEB untrepdeiice monys, 3aittu B paznen Awnopm & Sxcnopm

]

MimnopTt & 3kcnopTt

2. B moxp-paznene UMIIOPT BeiOpats paHee coXpaHeHHBIN (aiiil ¢ HACTPOUKAMU H
3arpy3HTh €ro

3. Haxarb Ha kHONIKY “IIpumenums nacmpouxu”

MMNOPT

YTeHWE HACTPOEK B BWMAS CNMCKE Ke-koMaHa W= dalina v oTnpaEka Ha Modyne. COEMECTMMOCTE: Gpaysep Google
Chrome.

Choose File | Settings (1).txt

Cnucok Ke-koMaHa (HACTpoRKK) KoTopele OyOyT NpUMEHEHBI ANA A@HHOMD MOgyns.

$KE,IP,SET,192.168.0.101
§KE,MSK, SET,255.255.255.8
$KE,GTW,SET,192.168.0.1
$KE,NBN, SET, Laurent-5
$KE, PSW, NEW, Laurent
$KE,SEC,SET,ON

$KE,D7G,SET,L,1,4
$KE,DZG,SET,L,2,4
$KE,DZG,SET,L,3,4
$KE,DZG,SET,L,4,4
$KE,DZG,SET,L,5,4
$KE,DZIG,SET,L,6,4
$KE,DZG,SET,I,1,4
$KE,D7G,SET,I,2,4
$KE,D7G,SET,I,3,4
$KE,DZG,SET,1,4,4
$KE,DZG,SET,I,5,4
$KE,DZG,SET,I,6,4
$KE,DZG,SET,I,7,4 v
$KE,DZG,SET,I,B8,4 “

Bcero koMada: 170

Cratyc: WpeT zarpyska...

OTnpaeneHo: 89

Owmbrm: 0

$KE,IP,SET,192.168.0.101 £IP,SET,0K
£KE,M5K,SET,255.255.255.0 #MSIK,5ET, 0K
SKE,GTW,SET,192.168.0.1 #GTW,5ET, 0K

SKE,NBN,SET,Laurent-5 #MBN,SET,0K



ABa pMVIHOE BOCCTAaHOBJ1IEHUE NPOLUNBKHU

d)

f)
9)

h)

B ToMm citydae ecnu Bo BpeMsi OOHOBJICHHUSI IPOIIMBKY IPOU30UIECT Pa3phIB MATAHHS
u/WiM pa3phiB CETEBOrO COCMHEHHUS BEChMa BEPOSITHA CUTYaIHsl HEPaOOTOCIOCOOHOCTH
MOJYJIs T.K. 00pa3 MpOIMIMBKH He OyIET MOJHOCTBIO TIepe/iaH U 3alrcaH B MaMSTh

[Tpu3HAKOM TaKOW CUTYallUU CIIEyEeT CYNTATh OTCYTCTBUE MEPUOIUISCKOTO MUTAHUS
ceeroanona STAT Ha IuIEeBOH CTOPOHE TUIATHI TTOCIIC HEYAaYHOTO OOHOBIICHHS
npoiuBKY (P MOJaHHOM ITUTAHUH )

Jl1s1 BOCCTaHOBIICHHSI MOJTYJISI TIPETHA3HAYEH CIICIMAIbHBIN IEPBUYHBIN 3arpy34nK
BOCCTaHOBUTH C IIOMOIIBIO KOTOPOTO MOYKHO MOMPOOOBATh BOCCTAHOBUTH
paboTOCIIOCOOHOCTh MOTYJIA

ITocaenoBaTenbHOCTL AEHCTBUHA.

OTKJIFOUUTH MOJIYJIb OT MMUTAHUS

yaanuth Jxamiep BOOT

HACTPOUTH MPSMOE COEAMHEHUE C MOyJieM B moaceT 192.168.1.xxx (;1r06oit anpec
kpome 192.168.1.12)

Hanpumep, Hactpoiite ceteByo kapty Bamero PC cienyromum oopazom:

IP: 192.168.1.200
Macka: 255.255.255.0

nocJje noja4yu nuTanus (mpu ynainenHoM mpxammnepe BOOT) 3amyckaercs aBapuiHbINH
BOCCTaHOBUTENb KOTOPBIH JKJET NMPOLIUBKY o ajpecy 192.168.1.12

Ha nnare nommked Hadats Murath cBetoauon BOOT, STAT noramen

B makeTe 0OHOBIJIEHUS MMPOIIMBKH HAXOAUTCS MOA-TupexTopus \ Recovery

(Eec wer_-,)
il Keloader [ 519.exe
|%) L519_hex.dll
"L Laurent-5_FW_UpdateProcedure.pdf
B ttp.exe

3anmyckaem BAT ¢aiin Recovery.bat

L519 hex.dll

n] tftp.exe



i) TIpu 5TOM Ha mapy cexyHj moracHeT ceroanoq BOOT, moTOM HaYHET CHOBAa MUTATh
J) Tlporuecc 3arpy3ku 3aiimet cexyn 10-15

k) Ilociie OkOHYaHUU MPOLIETYPbI B KOHCOJIBHOM OKHE OyJIET COOTBETCTBYIOIIIEE COOOIICHUE
00 ycrnexe nepeadyn JaHHbIX

I) Cseromunox BOOT moracuer, HadyHeT muraTth cBetoauoq STAT

m) Ocrasioch TOJIBKO BepHYTh Mkamiiep BOOT 00paTHO U MEPEKIIOYUTHCS Ha MOJICETh
192.168.0.xxx

n) K coxasneHuro, Bce HACTPOWKHU BEPHYTCS B 3aBOJACKUE, MOIYJIb OYAET TOCTYIICH 1O
aapecy 192.168.0.101
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