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BeBepeHue

JlaHHBII JOKYMEHT OIMCHIBACT MPOLEAYPY OOHOBJICHUSI BHYTPEHHETO MPOTPAMMHOTO
obecnieuenus (“mpomrBka’”) moayieit Laurent-112 / Laurent-128 ¢ ucnosnbs3oBanuem
CrenuaIu3upoBaHHoM yTuianThl (mporpammsl) o OC Windows mo cetu Ethernet.

[Iponerypa OOHOBIEHHUSI COCTOUT U3 CICTYIOIIUX ATAIIOB!
1. Coxpanenue (3KCIOPT) TEKYIIUX HACTPOECK (€CIIU TOAICPKUBACTCS BEpCHEH

IIPOLIMBKH)

2. 3anyck nporpammbl Ha PC mog OC Windows kotopast mpoBeieT 0OHOBIICHHE
npoiuBKH Mo cetu Ethernet

3. BoccraHnoBnenune HCXOOHBIX HACTPOCK



CoxpaHeHue HacTpoeK nepepg o6HoBNAEHUEM

Jannblit pa3aen cieayer IponyCTUTh €CIIM TEKYIlas BepCHsl MPOIIMBKU MOYJIS ellle He
MO/IICP)KUBACT BO3MOXKHOCTh UMITOPTa / 3KCIIOPTa HACTPOCK.

Mo OKOHYaHMKM Npoueaypbl 06HOBNEHNS HEKOTOPbIE HACTPOMKKM MOryT 6yayT “cTepThl” 1
YCTAQHOBJ/IEHbI B 3HAYEHWS MO YMOJTYAHMIO, B TOM YMC/IE, CETEBbIE HACTPOMKM (3aBUCUT OT
KOHKPETHbIX U3MEHEHWI B TOW USIM MHOW BEPCUW MPOLLNBKK).

PekoMeHayeTCs nepe HayanoMm npoueaypbl 06HOBEHMS 3KCMOPTUPOBATb TeKyLLMe
HacTpoikn Moayns B dain (Mcnonb3ys cooTBeTCTBYOLWYO dyHKUMo B WEB nHTepdeiice) ans
nocneaytowero nMnopTa (BOCCTAaHOB/IEHUS] HACTPOEK).

1. B WEB untepdeiice Moy, cienyer nepeiitu B pasaen Amnopm & Dxcnopm (naHHbIH
(byHKIIMOHAT MOIIepKUBAETCS HaunuHast ¢ Bepcuu “mipomuBku” LR10 / LX10):

s HTTP://

MMnopT & SxcnopT

2. Jloxxmatbcst oOkoHYaHUS repenaun Becex napamerpos WEB u HaxkaTh Ha KHOTIKY
“Okcnopm”. TIpu 3TOM Ha KOMIIBIOTEp OyA€T COXpaHEH TEKCTOBBIN (ailll ¢ TeKyIUuMHU
HAcTpoiikaMu MOyl B BUJe cniucka Ke-komans.

MMnopT 1 3kcnopT HacTpoek

I Bce HE':_DC-:"':H W NapaMeTpbl MOOYNA MOXHO COXPaHWTE B ¢af1:| B BMAE CNKMCKa KE"‘.DI"EH,‘J M
] 3ATEM NPUMEHWTE (MMNOPTMPOBATL) Ha APYToH MOOYAL

CoxpaHeHWe HAaCTPOEK B BMAe Cnvcka Ke-komana B daiin. CoemectumocTe: Gpayzep Google Chrome.

| ( Skcnopt ] |

N/

Seftingstxt ~ Show all 4

3. Jlauusrii daiin (Settings.txt) ciemyer moka COXpaHUTh U B MOCIECACTBHH HMIOPTHPOBATH
00paTHO B MOIyJIb



MNpoueaypa o6HOBAEHUA

1. O6Hosnenue npousBoautcs 1mo cetu Ethernet (ucmone3yercs nporokona TFTP mo UDP,

UDP nopr 69) ¢ nomorupto nporpammbl-ytuintsl KeLoader.exe nog OC Windows

2. PexomeHmyeTcs MpOU3BOIUTH OOHOBJICHHUE TIPH MPSIMOM COCTUHEHUU MOJYJTb —
KOMIThIOTED (TOYKA-TOUYKA)

3. He pexomenayercst npoBoAUTE OOHOBJIEHHE, €CIIM CETEBOM KaHAJ CBSI3U HEHAIEKHbIN
(BepOSITHBI HAPYIICHHSI COCAMHEHHMS, OOJIBIIIE 33/ICPIKKU) — ITO MOKET PUBECTH K COOIO

OOHOBJIEHUS IMPOIIMBKHU H HOCJ'IC,ZLYIOH_[eﬁ NOTepHU CBA3U C MOJAYJIEM

4, HepBLIM mrarom CJaeayeT NOAKIIOYUTE MOAYJIb K KOMIIBXOTCPY HAIIPAMYIO C IOMOIIBIO

BHUTOM NIapbl

5. Hacrpouts ceteByto kapTy kommbioTepa (cM. paszaen “Hacmpoiika cemegozo

coeOuHenus” B TEXHUUECKOM OIMCAHUK HA MOAYJIb) Ha ctatudeckuii IP anpec oTimmunbIit
ot anpeca moxyis. IP anpec momysst mo ymomuanuto — 192.168.0.101; macka moacern —

255.255.255.0

Hacrpoiiku ceteBoit kapTel Kommbrorepa (OS Windows) moriu Obl BBINISIETS,
HaIpUMep, BOT TaK:

Ceoictea: [Npotokon Muteprera seponn 4 (TCP/IPw) @

Ofwwe

MapameTpsl IP MOMYT HASHEYATHCA ABTOMATHYECKM, BCIM CETE
NOAAEMHMESET 3TY BOIMOMHOCTE. B NPOTHBHOM ClyYae NapaMeTphl
IP MOMHO NONY4YMTE ¥ CETEE0r0 8AMUHUCTPETOPE.

) DonyunTe IP-aapec aETOMATHYECKN

@ Ylnons308aTE cneayiowmi IP-anpec::

IP-agpec: 192 . 163 . 0 . 200
Macka nogceT: 255 ,255.255 ., 0

OCHOBHOI WNko3:

MNany4rTe aapec DNS-cepeepa aETOMETHHECKH
@ MonbsoBaTe cneaytowke anpeca DNS-Cepsepos:

MpeanoqMTasMel DNS-cepeep:

AnbTepHaTHEHEI DMS-cepeep:

[ NMoaTeepaMTE NapaMeTpsl NpH Belxone J e ——

[ QK ]I OTneHa ]

6. Ilogarh muTaHuEe HA MOMIYJIb

7. Bwixrounts Beinady KE-cooOmeHnii (ecimu ObLTN 3aKa3aHbl) H 3aKPBIThH COSTUHEHHE C

TCP cepsepom (TCP mopt 2424 110 yMOTYaHHIO) MOTYJIS



8. 3amyctuts nporpammy KelLoader. B cryuae ucnonvzosanus Windows 7/8/10 sozmoorcro
nompefyemcs 3anyck NPULONCEHUs. C NPAGAMU AOMUHUCIPAMOPA.

9. Vka3zars IP ampec momyis (o ymonuanuto 192.168.0.101) u nmaposs goctyna (1o
ymouuanuio, Laurent). Cnenyer ykazars umenno IP agpec (NetBIOS name ne
HOJIJICPXKUBACTCS B TAHHOM OKHE BBOJIA).

| 192,168.0,101
OBHOBKMTE MpoWwWBKY

I Laurent

L]
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10. Ecnu ceteBbie HacTpOiku MoayIist ObuTi M3MeHeHb! (IP, mapons mocTymna) — ciemyer
UCIOJIb30BaTh TEKYIIME HACTPOHKU MoyJs (cM. paszaen “Hactpoiiku” B WEB
uHTEpdeiice).

BezonactHocTb

HaETpDIﬁKH CEAZ@HHBIE C pEXMMAMK O0CTYNa K MOAYNH W ro 3alKWTe 0T HECEHKUWMOHWPOBEGHHOMD MCNONb308aHMA.

|#| Pexcum "besonacTHocTi”™ Mmogyns (komanaa $KE,SEC).

Mapons moaynd: Laurent ) || MzmennTs |

CeTeBble HACTpPORKKM MOoOynA

CEeTEBRIE HACTPOMKK MOAynA, HoMepa TCP NOpPTOE pasnuuHbx WHTepdeRcos.

MAC ampecc: 0.4.163.255.255.255 |
IP apece: < (1921680101 > || Mamennts |
Macika noacetu: |255.255.255.D || Mamenuts |

OcHoBHOR WNKS: |192.155.D.1 || MzmennTe |

11. Haxxats kHOTIKY O6HO08ums IIpowusky B okHe nporpammbl KelLoader

12. Ecnu Teky1as Bepcus MPOLIMBKY ycTapesias (BoimynieHHas panee yem LR10 s
Laurent-112 u LX10 mst Laurent-128), mporpamme 0OHOBIIEHHUS TOTPEOYETCs
HOJHOCTBIO MOAU(UIIMPOBATH SHEProHe3aBUCUMYIO MaMsTh ¢ n3meneHneM MAC anpeca



U cepuiftHOro Homepa uznenus. O yem OyAeT BbIJaHO COOTBETCTBYIOLIEE
peaynpexaeHue:

' =

MpeaynpexaeHme

OBroenenwe FW notpebyet cBpoca TEKYLMK HICTPOEK, M3MEHEHWA

I Y CepwiAHOro HOMEpPE W ycTaHoekn Hosoro MAC agpeca. [No okoHYaHWK
Npouetypel MOgyNb 0XMA3ETCA BbiTe gocTynHeM no IP = 192.168.0101.
MpoaonsxaTe?

........................................

................. i,

13. Caenyer HaXkaTh KHONIKY Y€S JUIsl IPOIOJDKESHHUS TIPOLIEYyPBl OOHOBJICHUS

14. loxxnatbest 3aBepiieHus Ipolieaypbl o0HoBIeHUs (00bIYHO 0K0II0 15-30 cek)

sl Keloader @

| 192.168.0.101

Mapons | Laurent

SH: GeT5-E8XC-8G12-JTAS -
TpefByvercr M3MeHeHMe SH / MAC
HMudopMauus o SarpyEAeMol OpONMEKE :

Momens: Laurent-123
e LX10

m

HaumHaeM Opolecc SarpDy3IEM. ..
HoeT 3arpyvIEa. ..

1

4
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15. He pa3pLIBa171Te CCTCBOC COCAMHCHUC HUJIU TTOJa1y IMUTAaHUS BO BPEMA OOHOBJICHHUS

16. Ilo okoHYaHUU MPOLIEAYPHI OOHOBJIECHHUS “TPOIIUBKU” MOSBUTCSI COOTBETCTBYIOIIEE
MH(OpPMaLMOHHOE COOOIIECHHE!



| 192,168.0.101

Laurent

I Info
TNogrimoa e i

HadopManma
OJEHOBNEHKME YCMELLIHD 3ABEPLLEHD,
Mopens: Lag

FW: LX]
SH: upey

YoraHoBKa
Hogme MAC
CBHOBNEHNE

4
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17. Ilpouenypy oOHOBIIEHHSI C TOMOIILIO YTHJIUTHI HA 3TOM MOXHO CUUTATh 3aKOHUEHHON

18. IIpoBepuTh TEKYILYIO BEPCUIO MPOLIMBKY MOXKHO B pazzene “Uupopmanus o Mmoayie” B
WEB unTtepoeiice (o ymomuanuto, WEB unTepdetic mroctynen mo aapecy

http://192.168.0.101 ):
s HTTP://
JNeKTpoMarHkiTHele Pene Ke-Obnako Chop maHHB 8 150N URL KoMaHak

MHbopMauma o Moayne MMnopT & 2xcnopT OBWKMeE HBCTPOMEK


http://192.168.0.101/

MHdopMauns o Moayne

D6Wwas CHCTEMHEA MHMOPMAUWA O MOOYNE: EEPCHA BHYTPEHHEND NPOrpaMMHoro obecneueHa, CEpUIAHEIN
HoMep, MAC agpec.

Twn mogynA

Laurent-128

CepHAHEIN HOMaD

0G16-X959-U827-8K24

EEFC.1=| NnPgrpaMMHONG obecnedeHnn

MAC agpec
00:04:A3:3F:2D:D7

19. Ecniu WEB untepdec moayns 6601 3aMeTHO MOIUGUIIMPOBAH, HHOT/Ia MOKET
BO3HUKHYTH MPo0JIeMa ero HepaboTOCOCOOHOCTH U3-3a COXPAHCHHOM (KEIIMPOBaHHOM)
KOTIMH CTPAHUII U CKPUIITOB HHTepdeiica B mamsaTu Opaysepa.

Ecnu mocne oOGHOBIIEHUS TPOIIMBKY HAOMIOJAIOTCS OIIMOKY WM HeCTaOuIbHAas
pabora WEB pexomeHyeTcs:

- Tlepe3arpy3uTh CTPAHUILY

- iepe3arpy3uTh Opaysep

- OUHUCTUTH K311 Opay3epa

- OTKPBITH Opay3ep B pekumMe “MHKOTHUTO™ (B 5TOM cilydae JaHHBIE HE KIUIUPYIOTCS)



BoccraHOBNAEeHME UCXOAHBbIX HACTPOEK nocne obHoBNEHUA

JlanHblit pa3ien cieayeT NpOonyCTUTh €ClIM HACTPOMKH mepe]] 0OHOBIEHUEM HE COXPAHSUIUCH.

1. B WEB untrepdeiice monys, 3aittu B paznen Awnopm & Sxcnopm

5 HTTP://
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oayne HMMnopt & 3xcnopTt OSwMe HaCTPOHKK

2. B non-paznene UMIIOPT BoiOpaTh paHee COXpaHEHHBIH (aiisl ¢ HacCTpOWKaMu U
3arpy3uThb €ro

3. Haxarp Ha kHOUIKY “IIpumenums nacmpouxu”

YTeHHE HSCTPOSK B BWOE CNHMCKE Ke-woMana vz $aing v OTNPSEKE Ha MOgyns. CoBMecTMoCTE: Bpayzep Google
Chrome

Choose File | Seftings txf

Crvcok Ke-womans [HacTporku) koTopeie SyQyT NpHMEHEHE! ANA JEHHOMD MOSYNA,

$KE,IP,SET,132.168.2.181

$HKE ,MSK,SET, 255, 255, 255.8
$KE,GTW,SET, 122, 168.8.1
$KE,MBM,SET, Laurent-123
$KE,UNM,7,H, 5ET, 5245445537
SKE,UNM,3,H, SET, 52454c455F38
SKE,UNM, 2 ,H, SET, 52454¢455F33 y

MPHMEHWTE HECTPOWKN

Boero momang: 41

Crartyc: Jarpy=sxa zaESpWweHa

OTnpasneHo! 41

Cwwbru: 0

sKE,IRSET,192.168.0.101 ZIPRSET.OK
SKE,MSK,SET,255.255.255.0 ZMSH, SET.OK
SKE,GTW,SET,192.168.0.1 ZETW, SET.OK

SKE,MBN,SET,Laurent-128 ZMBM,SET.OK



3aknoueHume

Ha stom nponenypy oOHOBIIEHUS TPOLIMBKY MOKHO CUYUTATh 3aKOHUEHHOM.
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